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Introduction 

Å The double-edged sword of technological advancement:  

V Improved functionality, safety, efficiency and performance 

V Inadvertently expanded attack surface for cybersecurity breaches for hybrid tracked vehicles (HTVs) 
 

Å Next-Generation Combat Vehicles represent a fusion of cutting-edge technologies driven by: 

V Stringent greenhouse gas (GHG) emission regulations  

V Rapid growth of automobile communication technologies (vehicle-to-X, over-the-air (OTA) updates) 

V Increased autonomy and Internet of Things (IoT) enabled applications  

V Expanded vehicle capabilities 

V Growing number of ECUs integration through controller area networks (CANs) 
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Problem Statement 

ÅKey vulnerabilities:  

V CAN bus designed for reliability, not secure communication 

V Lack of built-in security features in-vehicle network protocols (e.g., message authentication, encryption) 

Å Malicious cyber actors are developing new and sophisticated cyber attack capabilities 

ÅConsequences of cyberattacks: 

V Potential for attacks to propagate through interconnected ECUs  

V Particular concern for vehicle energy systems (cyberattacks tampering with energy requests and usage )  

V Potential for degradation of battery capacity and energy efficiency 

V Possible compromise of safety-related components (e.g., disabling brakes, remote steering control, turning 

off headlights) 

ÅResearch gap: Limited understanding of cyberattack impacts on HTVs, especially the unique interactions 

between electric components and traditional drivetrains 

ÅNeed to develop secure and resilient control solutions suitable for mission-critical systems 

 

Sensing and control  

for off-road autonomy 

Autonomy  

Cyber-Physical System (CPS)) 

HTV Powertrain Layout Simulation 

Electric Propulsion 

Å Advanced sensory, computing and communication capabilities are being expanded to the combat vehicles 
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Cross-Layer Interaction of Modern HTVs 
 

 

 

Cyber Layer 

ÅComplex cyber-physical couplings in HTVs 

ÅCross-layer penetration between cyber and physical layers 

ÅCyber systems interact with physical processes in a cross-layer fashion 

 

Physical Layer 

ÅCyber failures can first compromise cyber components before 

breaking into physical components 

ÅVehicle security needs to address both the cyber and physical 

aspects of the system 
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Vehicle Modeling and System Descriptions 

Å Vehicle dynamics 
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Å Aerodynamic drag, grading resistance and tire 

rolling resistance 
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Å Internal combustion engine (ICE) and high voltage 

battery (HVB) 
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Å Energy management system 
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MODULAR OPEN  

SYSTEMS APPROACH Å Semi-Markov chain model  
ÅDistinct difference between packet losses and DoS attacks in terms of 

their characteristics and duration 

Å Target: Generator revolution sensors 

Å Disruption in the sensor's data stream  

Å Impact: Denial of service from the generator - strain the high 

voltage battery (HVB)  

 

Denial of Service (DoS) Attacks Modeling 

Key  assumptions: 

Total blocked time:  Б ὸȟὸ
x

xȟᶅὸ ὸ π 

Attack frequency:   ὲὸȟὸ ὺ
ὸ ὸ

ὺ
ȟᶅὸ ὸ π 

 

 

 

DoS attacks intervals:  
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Å Stealth replay attacks are modeled as Markov decision process 

(MDP) 

Å Replay attack has three sub-actions: packet (sensor 

measurements) record, packet replay and do nothing 

Å Record action will continuously capture the packets in the 

attackers’ buffer 

Å Replay action will replay the last recorded packets in the buffer 

 

Å Attack design investigates the optimal timing of launching these 

two sub-actions sequentially on the HVB state of charge (SoC) 

measurements 

 

Replay Attacks Modeled as MDP 
 

 

Å Attackers Objective: Optimal timing and ordering of replays 

in different operating scenarios (stop, record, replay) 

Å Safety Impacts (damage-oriented attack- thermal runaway) 

Å Violation of battery limit 

Å Loss in range 

Å Reduced lifetime 

Å Battery pack damage via overcharging 
 
 

 

State: ί  ὪȟὪ   
  

Action Formulation 
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♯ = 10s (Action duration) 

 

█◄
╬: Current SoC 

measurements 

█◄
□: SoC 

measurements 

obtained during the 

latest Record Action 
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ÅMulti-objective criterion for designing the reward, 

including effectiveness score, stealthiness score, 

detection score and conservation score 

ÅInform the DRL agent  
 

 

 

 

Replay Attacks Modeled as MDP Cont… 

Reward Function: Ὁὸ Ὓ ὸ Ὓ ὸ 
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 ‌ȟ‍ȟ‎ȟx weights reflecting importance of each sub-

reward 

 

Simulation Setup 

 
DRL Training 

 
Å State-of-the-art Deep RL algorithms 
Å DQN, DDPG(Google Deepmind 2015,2016), TRPO, PPO 

(OpenAI 2017), MPO (Google Deepmind, 2018), SAC (UC 
Berkely, 2018), etc… 

Å Policy proximal optimization (Stable-baselines3) 
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ÅAttack Characteristics 

            Targeted at generator speed sensor 

            Causes drastic and repeated drops to zero rpm 

            Disrupts the sensor's data stream  

 

ÅInterruption in power supply from generator 

ÅErratic power fluctuations - Induces system instability 

ÅInternal controls (EMS) compromised - misinterprets situation - 

perceives generator as non-operational 

ÅLeads generator underutilization and increased dependency on 

battery  

ÅPotential for accelerated battery wear 

 

ÅAttack Implications 

ÅPotential power quality impacts – Increased DC current ripple 

ÅPotential for cascading failures in other vehicle systems 

 

 

 

 

Results: Impact of DoS Attacks 
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ÅEMS misinterprets the situation - perceives the generator as 

non-operational 

Å Compromises EMS’s capacity to manage and distribute 

energy efficiently 

ÅConsequences for Generator 

 Generator underutilization 

 Erratic disruptions in generator output 

ÅConsequences for Battery 

 More volatile SoC fluctuations 

 Improper charging and discharging cycles 

 Increased strain on the battery - required to cover the 

generator’s deficits 

ÅMore frequent discharge cycles 

ÅIncreased reliance on battery  

 Leads to shortened lifespan 

 Accelerates battery wear 

 

 

 

Impact of DoS Attacks 
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ÅDiscrete influence over battery SoC readings  

  Minor deviations from normal trajectory 

  Carefully crafted to avoid detection 

ÅDRL framework's reward function  

  Maximizes attack impact 

  Mimics expected sensor measurements 

ÅReplay attack strategy  

  Data remains within acceptable SoC ranges 

  Prevents battery discharge phase 

ÅGenerator malfunction - Fails to shut off around 1300-mark 

ÅDenial of discharge - Forces battery into a continuous charging 

state 

ÅOvercharging scenario  

  SoC surpasses 0.3 safety threshold 

  Abnormal compared to normal conditions 

ÅManipulation of HTV control system  

  Deliberate overcharging of battery pack 

ÅSevere long-term risks: Thermal runaway, diminished battery 

life, potential damage to battery cells 

 

 

Impact of Stealth Replay Attacks 
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Impact of Stealth Replay Attacks 
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ÅNormal generator operation:  

 Programmed shutdown at 1300 seconds  

 Prevents battery overcharging  

 Optimizes fuel consumption  

 

ÅAttack-induced generator behavior:  

 Continues power production beyond shutdown time  

 Correlates with SoC breaching designated limits  

 

ÅEnergy manager deception:  

 Replay attack misleads system  

 Generator disregards control protocols  

 

ÅOperational impact:  

 Unwarranted generator activity  

 2.99% increase in fuel consumption  

 Increased operational costs 
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SYSTEMS APPROACH ÅUnderstanding attacking mechanisms enhances defense strategies 

ÅCyberattacks tampering with energy requests and usage may lead to: 

o Overcharging of HEV battery packs culminating in disastrous situations such as thermal runaway  

o Denial-of-charging (DoC) 

o The attacker might gain access to the power grid network via the compromised HTVs 

ÅCybercriminals are using advanced AI for sophisticated attacks 

ÅVariability in real-world driving conditions complicates the detection and characterization of 

cyberattacks 

ÅReplay Attacks were modeled as MDPs 

ÅNovel features were incorporated into reward modeling to make the replay attacks stealthier 

ÅStealth replay attack led to battery limit violation, increased fuel by 2.99% and tampering with 

allocated generator shutdown time 

ÅDoS attacks were modeled as a semi-Markov chain 

ÅDoS attacks led to denial of discharging and underutilization of the generator (engine shutdown 

times) 

Future Works 

ÅDevelop robust detection and mitigation methods to detect a compromised HEV and address these 

security concerns 

ÅEstablish a zero-trust-empowered attack detection with an intelligent trust evaluation scheme 

 
 

 

 

 

 

 

Conclusion and Future Works 
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Thank you! 
Questions? 
 

DISTRIBUTION STATEMENT A. Approved for public release; distribution is unlimited. OPSEC8864 
16 


